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Open Source Intelligence (OSINT).

 Objective: Learn about the sources and methods of collecting Threat
Intelligence.

Human Intelligence (HUMINT).

Definition and scope of Threat Intelligence.

CYBER THREAT INTELLIGENCE

Introduction to Threat Intelligence

Objective: Understand the fundamentals and significance of Threat
Intelligence.

Importance of Threat Intelligence in cybersecurity.

Key concepts and terms (Indicators of Compromise, TTPs, etc.).

Overview of the threat landscape.

Strategic, Tactical, Operational, and Technical Intelligence.

 Types of Threat Intelligence

Objective: Explore different types of Threat Intelligence.

Use cases for each type of intelligence.

Sources of Threat Intelligence.

Sources and Collection of Intelligence
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Signals Intelligence (SIGINT).

Commercial and proprietary sources.

Techniques for data collection and validation.

Threat Intelligence Platforms (TIPs).

Threat Intelligence Platforms and Tools

Objective: Gain knowledge on various tools used to process and analyze Threat
Intelligence.

Configuration and use of TIPs..

Integration with other security tools (SIEM, EDR, etc.).

Case studies on tool usage.

Data filtering and prioritization.

Analysis and Processing of Intelligence

Objective: Understand how to analyze and process gathered intelligence.

Techniques for analyzing intelligence (quantitative and

qualitative methods).

Creating actionable intelligence.

Developing threat feeds and reports. 
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Enhancing incident response with intelligence.

Application of Threat Intelligence

Objective: Learn how to apply Threat Intelligence effectively.

Role of intelligence in risk management.

Preventive measures and proactive security based on intelligence.

Case studies demonstrating application of TI in real-world scenarios.

Current challenges in Threat Intelligence.

Challenges and Future of Threat Intelligence

Objective:  Identify challenges in the field and discuss future trends.

Emerging trends and technologies (AI, machine learning, etc.).

Future landscape of cyber threats and intelligence responses.

Hands-on labs using real-world data.

Practical Labs and Case Studies

Objective:  Apply learned concepts through practical exercises and detailed
case studies.

Analysis and interpretation of case studies.

Group projects to simulate threat intelligence scenarios.
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DISSEMINATION

FEEDBACK

Written exams.

Assessment and Certification

Objective:Evaluate the knowledge and skills acquired throughout the course.

Practical tests and simulations.

Certification process and criteria.

Each module should be detailed and practical, providing not only

theoretical knowledge but also hands-on experiences and real-world

applications. This structure ensures that participants not only learn about

Threat Intelligence but also how to effectively implement and utilize it

within their organizations
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